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they then made the assumption that an interesting 8-byte block would be followed by another interesting block. so, if the first block of ciphertext decrypted to something
interesting, they decrypted the next block; otherwise, they abandoned this key. only if the second block was also interesting did they examine the key closer. looking for 16
consecutive bytes that were interesting meant that only 224, or 16 million, keys needed to be examined further. this further examination was primarily to see if the text made
any sense. note that possible interesting blocks might be 1hj5&ab7 or deposits; the latter is more likely to produce a better result. and even a slow laptop today can search
through lists of only a few million items in a relatively short period of time. (interested readers are urged to read cracking des and eff's cracking des page.) note that these
sites search databases and/or use rainbow tables to find a suitable string that produces the hash in question but one can't definitively guarantee what string originally
produced the hash. this is an important distinction. suppose that you want to crack someone's password, where the hash of the password is stored on the server. indeed, all
you then need is a string that produces the correct hash and you're in! however, you cannot prove that you have discovered the user's password, only a duplicate key. of
course, in order to crack des you need a string that produces the output of the des function. in the case of des the function is the same as the key, xord with the key. given a
des key, it should be possible to find a string of any length that produces this value, and searching for 16 consecutive bytes that are interesting would be the typical way to go.
the interesting part is that other cryptosystems (such as 3des) might use the same function for both encryption and decryption. however, as soon as you get decrypted data,
you can't repeat the process. you have to find a completely different string to use, and this limits the effectiveness of this technique.
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